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(54) CALLER AUTHENTICATION METHOD 

(57)Abstract 

PROBLEM TO BE SOLVED: To surely authenticate a caller in the 
case of communication between a telephone network terminal 14 and 
a computer terminal 15 via an intermediate device 13. 
SOLUTION: A terminal 1 5 gives a digital signature to a message by 
using its private key and send the resulting message to an 
intermediate device 13, and the device 13 authenticates the signature 
by using a public key and when the signature passes the 
authentication, the device 1 3 converts the message into FAX image 
data and send the data to a terminal 14, the terminal 14 compares the 
caller number with a caller number of the device 13 stored in advance 
and receives the FAX data when they are coincident and the terminal 
14 authenticates the caller of the terminal 15 from the reproduced 
image. 
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(2) 

1 

mtm-r) zfrvx* y±-i>*mmrzm<nmmz 
±e=* v^-itzmm-tzm^ 

-t WHS ###«r±IE«B* LfcJWl fc «rHR-& L T 
*R«6«0>BBES:fr 5 r £ *«HS£1-*S»#« 1 E#<0 

[ft*^3] ±C«BM«^». ±E»«##*tf>HR 

*w*t6i, ±E*m««^e>y yfe-v?^#^a 20 

£q $ tbfc ±12 = > t° - * *^3£ff J: 9 mm 

gnmrnzn ?z.t *#» t -r s»*s 2 e«c0>*«# 

>yir— I D£rf2t§U 

-T £ C £ £ -T SH*5 1M3 ©flWtJ&MzE**) 
3M*BE2r& 

±E*MSBtt±E*lM«*J: 9SW» bfc^ 40 

±E=v^-***tt:a«L;fc7< *i?-S*z>S£SrB 
BE-T 5 £ t £#'(8 ir -T 3»« #»BE*fto 

J t^5l(S##^*±EE«U^38f&##*^R8-&U 
-C»«#tf>BBE*fr 5 r £ <ir iT 5fS#Jl 5 E*W 
36«#BBE*& 50 



W«l 0-247949 

2 

[8***7] sz-fe-^a^OBBE^ft-rs 
±E*IB»«a*6* *iz-^£*Kiifc$*xfc±E 
•WPI«*W8flMHIMlfc J: 9 ISA #0>Bffi«rfT 3rt 

[0001] 

ff 5 iiff It £ 5M3#OBSE*jSfelc BBi" £ t> <D t?*> 

-So 

[0 0 0 2] 

[t*3lwftfl¥] HI 1 2 5 (C4*JMUS1H 1 lb=* 

yt'a-M^ h!7-^ 1 2^^$nfc=i>fc 0 ^ — * 

^ 1 2^me«i 1^**1 5, 1 4M-etBs^p< 

-v^afSSrff 5f— fc**-efi, »&^<afc«><o3§fi#B 

ds*e>*ux^So minimus w*«ti3i:i 

^-y-^TK^IriftU n^tra — h 17— ^ 

JSA^BBESrm^. -t<OBBE^-&»i-tttf = ^ tTa— ^ 
1 5 J; !) §ff Lti-^ ^ -;^(Or^x h (X^) 

-;y«*i4^Mt5„ wgfi3^U7r^ 

^SfS#li7T^^5 y**l 4co|?^®^*(7)^^ir 

[0004] ^^c. wsmmmi 4«^7r^*>s y 

-7 7 $ is * ]) m^-zm** -/kdmii^ r^tfe l 

1 4 ^fi#^^p istzz^-^-i/^x 9 mm^(om 
[0005] fg 2 <osrfe«, f^tf^i 1 3 \zmn& 
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3 

S:»»U a^fcT*— YV-Z 1 2 
t^!7~KS:«^>-/McSSf+UT. 1 3 In 

^uti^^^aiu fmsvi sttSfliufcm 
y fi#iw^^ u-c missis 77^'>^y«*i4 i^t 
[0006] mis#u iflM7r^v; y £^ 

fc, JWt#*PB*-e»*#*r«BEi-*fc»© I Dt/< 
^y-KSr^r^fS yffi^l 4 J;8AAU *BH6« 
1 3tt*<Z>AAS*tfc I Di^!7- KSr^aOSftUfc 

1:1^^ -;H:^ ft 1 1 ^ y - l 5^i£frr 
[0 0 0 7] 

ffi^mm-rzmzittmmm 1 3xmm^nt>^tz 

*W3S«i 3©«3ffi#^5Ffijat4rtfcfe-ri3**t36s 

[0 00 8] t£*(DffI 2 <0^«fe-C#i, 1 
iRHJtfc:* »3#*s^jEtcflMi#<oi D£^ 0 *!7-K£ 

#*sa£«Ufc^ y-t— ^«:JB3#^jE^*SfA/U « 
■SttSfcofc. jEl-x IBfll 1^77^->? y 
ff#<D I Dk'<x7— K«rflk3S«JBLT> ^ir-^il 



(3) #Bfl¥ 10-247949 

[0 0 0 9] c*>»93f*. #3##38«#lc4 0-*-4 

^3^^1:77^ > s y ^i^t-re^^r iwct «9 

[0 0 10] 

T3£ff#BSES:fT5-£-C\ SS 3#lci: 9 "T* Ltf> 

3#t2ictS*9i-*U^E6Jh4WIBt U 1IS«*I: 
#fff£R£{£ffl LT««#BBE4rfT 5 £ fc J: t> 
^^»«S:«6fflb-C*[B*«<OBBE*:m\ ^ ^ir-i> 
[0 0 1 1 ] 

[fPffll *IB»«"C<OBIE^*s^r, ^Vt:^-^^-/ 

>?^^D^tLfc^V ^^/l*6*«ffl Lr»«#B!iE* 
f? 9 ^ <t T% *3#dS3S«#«>m-T->"-/^r K^tft 

&&M-tZb\^£ 9, |^-^^ i/ir-^l DSrt*o^< ^ 

tfCt^*«#l!:»UTf4. 38fll#^6'Ctt4<. IIS 
40 MJ: 9a»**u-5««#«#*r«fflLT««#BE«:ff 
5c^T% 03#*s^jEJJififc9"r4-rci:*B6CCk^ 
Wfgl-*Sc g«#WBBE^*3^Tt>. mSffl(cSM 

*««BBE*:fT 5 c \z x r> mn^mm^m t & 

fix ^fe*WSIS*^HIi<o*SrBt»U-C*3< rt-e. 
*IB3Slt^^^^^***«fflUr*IBSI«<OBIiE«: 
50 fft\ ^ syfe-^rto?8««fl|*SrBDtt|-r^i:-c, % 
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[0 0 12] 

in 1 A\^^(DWMmm^ti^mm^^^^—M^7jk 

U Hi 2 t#jCr««^2:lRl— W-»*f+»tT*>6. « 
KMl l fiSMf ##-f§-ii*P^& 2 iSr«;iT^£fc£>-e 

fe5 0 mmm^i 4f**i£Mi i fc<0«*<&a&s*:fT 

y«S*^»^T-*>f9, B«AWA*»2 3«r«;t* r<D 

[0013] rpmmwi 3titeMi k 

= — 2 6, 2 7^Ittl^fc 

[0 0 14] ^^fcf^ — ^i^l 5fi^>t°^ — 
3 5, SflfV^^/H*^^ (4MQE) f^^3 

[0015] zcomwxnr^ vf^mzi&mm-rz 

Tt^P^-r^o «f 1 3tt^BH«fc»«*<0*tS:^ 

ms 9^f,fPflggl 3^H«**»U *^BB« 
fc««M&&#*£jau *^HI**BBE»3 9HSS 
i-*fc*lc««iS:»B|*«3 7lt|B«U Ht-SB^ 

*W*if<OflJfl9#«*B (ID) II^L, = >-fc^-*«S 

f^msi 3^BB«-c##<kuT*iBftBi 3— asfs-r 

Lfc=x>-e^-*«8*l 5^)?iJffl#«*|iSr*Sl^a3 2 

r, rtt(c»btfiH»«i 3o»*«i-e*«u 



(4) ^F^^P 10-247949 

[0 0 16] r(7)SI«l(lnyt: 0 a-«*15^ 

«-C*>*JB«# (nyt'a-«Sl5) <£>2jPA#tff$B. 
Sr+IHH8«1 3rt<o»A#flMR»a[*«3 2|:iSLt 
*3*s +HB«l 3^{f#^liE(^^^^t 0 r,- 
10 «15 04*Mflft£:IM9 U *PA#ff 3 2 

1 3(OBE^»fttpm««l 3 

[0 0 17] a^fc^ — *#85fcl 5^^ s/lr-v^i* 

x^f ^*/v*5W-iP^»3 5 tcj: t» > ffilBffr* 

[0 0 18] tpMSBl 3fiCtf)7< i^iiftflfW 
^2 7J:^ffU fV^/H^i^3l(a 

x ^«>»a#«3 2ic«asnfca^tfa-^«*i 

5 ^M«£M£/8 LTx * y±— i/lZ.tt%U £ frtzrf <i v 5 
-i^fls iiff fMSP^ifc 26ia^ mtS^«* 1 4 \zM 

uii^5 0 wi^ti 3**&*bm«i*i 4ic*f 
-rssOT***)**:, sisffli i tt««#flM«aftj*a 2 

1 J: 9 . trfllf l 3 io«flr l 4 
il^oi-6 0 gfS l 4 j«WB ##-^«ai^a 2 4 J: 

ojsfstitittfflL, ft*^a^a2 5\zwmztix 

fe^#Pf-C?*>5r ^i8U:W^ ilft*!iai^S 2 2 

y<0l¥*W«tt38«#of»*dsW*n*ixTt^*. »« 
3tc«*S<xTl^S»«#-e*>-6r.fc36S 

[0 0 19] *jb\ 3yta-^»l5X*Mt61 
/^tt«?Lf*H3^-rJ: 5^t^>"C*fe-5 a EPt>. 

7t~^^h6 2 (COWCttMIME^gyi. 
0) :tll:ffi¥ft (Sft*) 7K^6 3j&5 

50 VX&>Z>z.bi£^M£ti, m^^M^e 5&z<d 
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h/a^-C*** " • • -7 4 2 9 5 
9 F 6 2 1 8 E" X^U w<7)ig#6 6 SrftJtT, 1*9 
^6 7 ^^#1X^7^* A^tt J I SI 

*s^o«-ef4 7 try n?f-e*5Ct^SJxfc«i:^ 
#7 0(Dm^^M^:7 i *sr<o«-cttiii<fc-c*>5, 

3E*«F#fc;7 a s e 6 4 lw <fc 6 C <h 

?9cJ3i*o«F*fk * tLfcliMft^ — ^ 7 3 assays 

*i«^.rf|g|4f^-rJ:5f-*6 0 o£9 3g{fT K>x6 
1, Ea7*-^jy f> 6 2. 3»«T K^6 3. £j^6 

- K S£f+#<tft*K *>o«£JMS "Next Par 
t Leve 1-1-15263 3" fctt 9, 
^JIXA^p g p-md 5t?*>6C£aSflEa*£*U 
6 6C0^Ort^^6 7X> s/ir— S^O**^ 
^^-^y h r f c 8 2 2*SE5dS*ttfc«^ 
^7t-^fSai7 5^/^^ ^<^9^if#7 6 
i^jtt<rt^S7 7Jr P g P jSfe{rj:6**T-*>«5. ^<7> 

[0021] Efnasai 3^^7Vr»f^3ot* 

9 ^W^if^El 5 l^-f <fc 5 l-^r ^ f ^ I) Ptfiw^— ^ 
SfcB****— S?7 3fcH5lcjjs-t-J:5 

[0022] _bi£ i,tz.ni&m<Dmm<Dffiti%m e 

UTt>IWJ6Bl 3— aiSo *MSSBl 
3 fi«* 1 5 *>4*|JMre»£ ^r^mE Lx -fr»i-tttf, * 

^ y i 4 £p?m u S8*i4 tttmssB 1 3 <d& 

H) 7 fc£©»W<ajliS««:*W-. ctufiSiSiMiffl* 1 4 
a*5>+KI36«l 3£&Si LX = v l 5 

[0 0 2 3] ®iS*B*5fc£ LT077^'>^ yffi^l 4 

»**I«3£B 1 3 rt<o*DA#»«»«*l9r 3 2 icSft*: 
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B^RW^»E»a*e>»»U 3 71;:* 

8rur*3<. 77^'>? yffi^l 475^n>-t: 0 ^-^ffi 
*1 5 — ^ yHr — i^S:iJ|«-r-5B8J-. ^T^v'SyAtH 
*^»2 3^it>«l^tfH8^-rj:5*7r^^^ y 

*M9 2 2{cJ:0, +W38B1 3lc#L-caHfStt 
5 0 *©1KE1»*1 4^f,fflgtl 3l:#LtW# 
70 fo 6 t . m^m 1 1 IS**! #» £&iI*n^Jf3: 2 1\Z£Q, 

3se**i 4o»ffft^tf 0 mti 3tcifi»-r-5c 
2(c*»sn-c^*«*i 4^»«#»#i:Ha*-t-5 B 

BB*Ufc»**SHUv^»&l45i«fH»*»2 6 m J: 9 . 

7^^yi*«t, ^fV7iift3oia!)^ 

20 6„ ^«T-*-/Ufin3©^£H«H^ mtTV u 
164 (COMT'llFAX) XfctK rt^5£6 5#£fE 

[0 0 2 4] ZtonrP*—/!'?*—- * V Y\Z.W8kZft>fc 
30 SB) 15llillf^ 0 nyt'^^l 5(iilff 

^^*6BR**«3 6^J:9, f(HIWIfa3 7WJ{) 
SftT^5»«#flM* (7KI/7) »«#ds«f« 

niSBi 3tc»ftsti,-c^-5»fflr#-e*)*cii:3ftss»B-e 

MM3 

^ c^juswtt, ^^t°^-^«*i 5^^tr«i 3 

BK«H»*1 4JC»UT-?< yfe-i^SraM 

t o ^-^^*i 5rt^5iff©jw^a3 3{rj; vmuzti 

v), * y-tr-^i Die J; 9, -««Ji^ y-fe-^WSU* 
50 ^4 1^1 tcjUI-e*-*- J: 5 Iw^ttSo 
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[0025] ziDtemmmzm 1 oj^-r 0 %mmtm 

<0flMMf«fa2 5l:»»U*5<o n^t 0 ^-^** 

^^/P»*WJD^»3 5(CJ:|9 N flfrfB^ y-fe-^cSstL 
X, I^T^f i^^/l^»**W-iDL-Cii«WJ«I^a3 3 

[0 0 2 6] y 2/*-^«rfi«Ufc*IBSfilll 3*4, 

jE-0*>ofc»<&f4j* s^*fe— ^***r5o Bfr&SrtTofc 

o, efc^^tuX^fti/^^li, iEL^^yt-^ 
SirflHRU Set- I DSa*S4 1 twSaStfCt^^: 
X<£M s/ir— 9 J I D £§{f ^ i?*p<D* y^~J I 

D£<Diti&£fT9 0 > yir-v? I DjftS»ft6»&f±. y 
s/t-v't^^ s/ir— I D£ I DS9fl8:4 1 

B 5 1^ ufc x 5 ft 7 r * f ^ y HHfc<0^- * tc^-r 

I D^-TXIC. * y-fc-v* I D*«^S4 1 t^ffffi-T5 

[0027] 4^B«i©a»*ife^ UT««x.tf la lit: 

13, n^trzL-^«*l 5f4*ivPtu^Bl«ii:»*li 

3 9lc»»S:fT5, *^»fc^rt<0»BEW»*BBE 
I3 9^f>lffltt)f)t\ *^BEW»**»#»3 
2, 3 7«*t-P*t»9lLT*3<, =^t^-*^l 

5 nznmmmttm&tpmmw 1 3 K«»-r-5 fc^c 

3^6^IBS8««)BEn»*:*»U £fc 
BBEJ53 9*>&BEEA3 9^Hi^MU rco^BB 

*^BHE*!i«*i-ixtf, ^(Dumm^h, witn 

[0 0 2 8] t^gl 1 3 "014, B!£^ 3 9 d^BBEA 
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«SrWfa3 2^»«i-6fc*ic*^BWi-osflr u 

tftU *<0^]ffl#««^rt*(clHSti^sfti^*S:«B 
Lfc^ *Uffl#««Sr»Bl^a3 2idE«-r6o 

[0 0 2 9] = Vfc'a-*ffi*l 5f4ra«KLT. g« 
«»SB*^S*S:*Pfl3es^|IB«T-««iEb. Ill, = 

-^8^15 (*>5VM4+BB»«1 3) frhmm-rz>* 
yt-«:t©3yea-«*i5 (WW13) 
©EW#S:f+»tTaS«i-tbfi, £«Lfc*H3£«l 3 

^^Kl5 (Wfll3) 
20 X#5 0 S6oX*Pfl3S«l 3f4BSE«3 9^^=i>t 0 ^ 
-*«*1 5^H«Srft»i-5ie«f44i\ 
[0 0 3 0] 

[»W<0S**] «±RWLfcJ:5i:, »*Kl75S4tf> 
^S*tf+Jtf-*5^X. fnStl 3 -0*3*^ J: -5 ft 9 
*JSB£ft!K *3#jrj:S>-/-fe— ^««** 

30 [0 0 3 1] *fc. »**5 75S7 0*W^J:tLfi. m 
K««S*1 4 ^ir~^(DStt#ttlcioVNX, 
RISIl 3X-»3#tc<tSft[9-r*L(OBSit^lB^ft 

»t6»f9#BSEI^i3^x. ^«>*BB3S«<oflMR4:a»L 
X*5< fcttX% ««#dSjEL^^^ft^»B^^TIB^ 

[El®(D^^ft^0J] 

[Uli] r:©*W*ifej6SiifflSnSii«v'^^A©«i- 

40 7FlTZfX2 y#m o 

[02] rw»M^ffl^&tt-6^BB«*»^ft^HBS: 
[IS] 3 ] a^tTa — ^**1 5-Of^fett/ty y-tr— ^ 

[0 6] !»*52<0^(0^ffiW(75i/-^>'^^-r 

50 EL 
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EL 

ims] &a 77?~>^ v mik(om^-rm 0 

m* 
m e 

[mi 2] ^(Dmn^mmmzthzmmi/^^m w 
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[gjl 3] a3fc(D«BJH»^&^»«Ufcifr&Oi/- 

[mi 4] '&*<o^v~-*W£t^mt \.ttM^<n 

[mi 5] «*^*tsiH»*^e)^»f9ufc»froi/- 
^^^^r^-f-mo 

[mi 6] ^nytv-^ffi^^iu^ 



[mi] 



\ 4 



23^ 




22^ 








N 

\ 




1 

1 




\ 


1 



[mUK 



12 




[06] 



14 

0987654321 



11 



13 



12 15 

ansae* -ivi-'-i— 

01234567* . *fKH "!^f A h f nameA - 

serverdomafn.jp domainAjp 



\ 
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(8) 



®ffl¥ 10- 



[02] 



13 



12 



39 

mum 



12 15 



n 



'A 



n 



/IS 



U 



U 



[mi 2] 



r 14 


me* 






— ( 




012 
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10-247949 



[@3] 



[04] 



fi"— From: userA@hostnamaA.domainA.jp 
g^MIIUIE-Versicn: 1.0 

^^CoSent-Type: multipart/mixed; boundary^ • 



742959F6218F 



Ttw s a muB-part message fa MIME formal. 
5^ 742959F6218E % , 

£^ 742959F821&E 

f R0IGOD»iewBaAPcAAPy///H u7Ofb0vPqsDAwMXFxeG0k8uli 
KV*toYWFhXJp2FpaWkAW^ 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

73« mDXSW8oSTgCv5yOtPMZVzKtd9AJF^ 

R2PhV2dCttelZHB7Pel^79GFg3imUfEs4vPcnlZ)^iQdr+hy7 
byAkHXcUxiFICrKDD^eiRZl^ 

kMVPPRzHMSaCDKC+^aRBY9bg^UGC^402QbCs92^SzbpVrn 
Mi07230ga8lqto<^aJ^BEx^UkYwb98jHr^ncj4CSTlJA 



74s_ , 



•742959FS218E- 



ft— From: userA@hostrameAiiomai** 
S — MIME-Vewlon: IJ 
63^to: l^654321@sefvw.e^manjp 



M ^ContBrt-Type: nuitlpSrtsigSd; boundary^Nal.PaLLev1.1_1 52633": 



-742959FB21BE" 



. - - -Next_ParUjewUJ52633 
b/ ^-Content-Type: inBSsaoBftfc822 
/ Front userAehostnameA-domahAjp 
' MIMEAfersicn: 1.0 

Content-Type: mufflpart/Wjcd; boundary 3 * 

This is a muB-part message in MIME format 

742959F6218E 

Cortwrt-Type: text/plain; disn»N30-2D22ip 
CortanVTrHnsfBT-Ertcoding: 7bit 

76 < cnrt^h-er* 

742959F6218E 

Content-Type: imaflejyf; nanie=*teJdmagel.gr 
Content-Transter-Enooding: basefii 
Corilenl-DisposiTion: inline; fi]ename= faximagel-Bir 

<«P«r> 

IFoiWrlVPPFr^MSaCOKC'HyiRBVabBW 
KqtaCHaJdglflEtf^ 
V 74296BFS21BE--' 

77, 



^t^p^apSwtopgl^anjrc 



7M 



' BEGIN PGP SIGNATURE • 

Version: Z62 



^f^. . - -END POP SIGNATURE' 
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